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(54) Coded items for labelling objects 



(57) A microparticle is invisible to the naked eye and is marked with a machine readable code. 

A tagging compound comprises a powder, fluid or gas mixed with one or more sets of microparticles of 
which each has a predetermined shape representative of a unique code selected from a multiplicity of such 
codes, such that the presence of the microparticles is undetectable to the naked eye. Each microparticle may 
also be marked with a binary code. 

The invention is for security marking. 
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Coded Items for Labelling Objects - 

r - This invention relates to coded items for labelling 
objects sucfr.as vehicles; credit cards and jewellery, and is 
particularly useful for the invisible labelling of such 
objects with security marks to enable the objects to be 
identified or their origin to be identified. 

". ■ ' ■ Many methods are employed to protect "merchantable items 
from theft or forgery- Car chassis and engines have serial 
numbers; - credit - "cards - have holographic icons, etc. 
Ultimately^ 1 - all these devices . can be def eated by either 
removal ■■ or : repiicati on. Ideally, an item would be marked 
with a security : device 1 which was impossible to remove or 
replicate, or where' th£ effort requited to remove or 
replicate it ekceeded the^ value of the item itself - 

-" " j '» The invention : provides a microparticle marked with a 
readable : code which is invisible 1 -to the 1 naked eye . 

The; 1 invention 1 also ^ jpirovides a - set T of a > multitude of 
Substantially -identically of the 

above type J The 1 invention f- also provides a 1 tagging compound, 
for example ^ -paint, irik, >- fluid : dye - or smbke> dye, ! including 
such a set of microparticles or more ; than one 'such set . 

v The invention also provides a method of marking an 
object invisibly with- a ■' machine-readable ^code, comprising 
applying to the object a set of ' microparticles of the above 
type. ' • ' -* r '* ' ' - ■ 

: By applying such microparticles " to an item, the item 
can be marked extensively or even covered without detracting 
from its aesthetic or practical purpose. 



Preferably, the microparticle. is in the^ f orm: of a wafer 
whose thickness is from 0.1/tlo 5 and whose width and 
length are both in the, range , of 0.5/4 to 50^; preferably, 
the microparticle is _bf silicon of silicon dioxide.. Such 
5 particles can be made by micromachining.* v -{.* 

Silicon micromachining is a : prpcess idey^loped.: f rom the 
electronics industry. The processes and = techniques used in 
silicon micromachining „ are; based large! y> upon the^ highly 
refined fabrication . * technologic x'U.sed ; ;in 5 « ; , semi c on due tor 

10 manufacture - with;; the objectives in micromachining rbei^ng the *" 
creation of : microscopic physical orc|tie,eti^n4<:al structures on 
silicon wafer .substrates. ; asr opposed ^ ^o> electronic cirquitry . 

It has been r . shown-vin The Product ion of- - Precision 
Silicon Micromachined ionospheric al, Par-tic les .f par- Aerosol 

15 Studies , - Kaye , _ P> H Micheli , F , Tracey.,, . : M . , ... ; Hir s t , E . ; 
and Gundlach r ,;rA>M.. r ;i Journal; . of : . .Ae^o^^ ^ci^nce.; , ;^pl, 23, 
Supplement 1, pp, r 201-2,04 , . 1,992^^ that -.extremely uniform 
microscopic .particlesnof vsilicojj: or , jsilicon dioxide ; (glass) 
can,; be - made j using, the process w of .silicon micromachining. 

20 These particles, may , be. pf dimensions £ rom ( at>out to .SO^m 

or more across, ,:.,and rfrora : about; » 0.1 tc^-, S/tm tjaipk. (A 
printed period . mark by. comparison . is, ( typically SOO^m 
across). The .shapes: of .the particle? are desi.gn^d using a 
computer- aided- design- :- c (GAD ) - programme and-, may { be of 

25 virtually any desired form within the limitations mentioned 
above.. -A. single., silicon wafer- > of norma 1 ly : v 7 ; . 5 cm (.3 inch) or 
20cm (8. inch) diameter is used- as,- the:, substrate onto which 
the desired particle shapes ,- are projected .using, an optical 
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mask . or directly drawn using^ so-called e-beam writing. The 
particles are, subsequently , formed on the wafer using the 
deposition and etching processes of silicon micromachinirig. 
. .Typically . 200 million particles can be formed on a: 7.5cm (3 
5'.. inch) wafer, - each of the particles accurately ; defined in 
size and shape.. Normally 4.11 the particles on brie wafer are 
designed to.be of identical size and shape so that. when the 
particles. . are: freed . from the wafer substrate (using a 
further .etching . process) one. is left , with a suspension 
10. containing a ; .single ^ r p article type. . r 

. ;. t . Because. s the, .particles., can; be ...niade to .3 uniform and 
predetermined shape _they can be , used. as identifying , markers. 
, Thus .their shape ; alone can £>e the unique identification. 
.However, .in the preferred example, apart fr r pm the shape of 
15 .. ; each particle being defined, eaph particle is .parked with 
pits, ., ; holes, _ notches,, pr , other ... . t m$rks_ so tjyat it is 
characterised .by.,a unique mark. ,The .marks, jnay. torm a binary 
code r or 3ome . cither , .encrypted cociing which only the designer 
of. the particle, may have., access to. Each particle could then 
20, carry ,a code ,pf -typically several hundred, binary ..•bits' of 
information. n-rv : ■ r 

. ; In ..order unambiguously . to optically ^ image a. unique 

binary number etched in : the , form of . pi ts *. holes, etc. 
. forming a pattern on, .the micrpparticle , it is necessary for 
25, each. constituent -mark which, represents , a, binary bit of the 
number, to. ; satisfy Abbe 1 Condition , . for . the microscopic 
imaging system in .question. .With white light illumination 
and a microscope, objective of, Numerical Aperture 0.5 the bit 



spacing should typically' exceed ; apprdxiraately 1.2 
micrometres. Such an objective, ' in reflector form," ' can 
display a working distance oif a^proxiSiat^ly l6rnm and a 
usable depth of field df approximately 5 micrometres. Such 
5 a microscope Would be suitable f or the analysis ' of objects 
such as credit cards or identity cards ' r 'Macroscopic 
. analysis of larger objects would Either regxiiire a sample to 
be removed for analysis ( for instance a paint sample 'frotn an 
automobile) ' or would require the" Sesigff df "a ifiicrWcope 

10 mounting specific to "that *" ' •a^ : iTdati l pn ; ' r :( f^^irfst&c& a ' 
magnetic mounting or precisely defined obj%ctiv€^ to base 
distance such that when' "he id on a 'pian^"it is ; in r f ocus ) . 

A An alternative to ,mictoscopic r 'anklysis wotrld be of fered 
by the employment 6f a scanning system' (analogous to a very 

15 high resolution 'bar code re£der ,r ) feimpibying^ a "Tasef beam' 
and appropriate optics to' produce* V ri^rbw, x coilimated -beam 
in conjunction with' :t electroriic^ ■ tb dontrbl p W£ u beaAi and 
interpret ' the intetabtibii between : c l£he"' beam arid the object 
under scrutiny 1 : SUch' ^ system 0 could bi'fer a focUsed working 

20 distance f range' buf ticient to allow hand-held scrutiiiisatiori 
instruments to be employed- 1 " " 

Additionally the particles should be patterned in such 
a manner as to ensure that ambiguous pattern interpretation 
cannot occur in trie 0 case ; 'o¥ 90, -180 or 270 : degree ' rotation 

25' from the ' : intended * " viewing;'' oi ieritatrbn ; r - ; " - anibi-guous 
interpretation due ' td imaging' the micf bpar^ticle 1 s : iriobrrect 
' face should also * be ^precluded. ' The" addition'' of unique 
corner patterns could be employed to : achi£ve' , this . 
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A particle, meeting this j design/ constraint ,, r .when imaged 
by. a microscope, will form ...an image, on the imaging element 
of ,a video camera. This image, in r electronic . form,., can be 
digitised and processed by a computer using image processing 
software. Numerous conventional . algorithms can be employed 
by this software, to uniquely identify the morphology of the 
rimaged,; microparticle.: s Their operation would typically 

involve: ;' T: .:-.. ,:r\- ••*=-:*: "" . : \ - 

( : 1,) A.Delineatin^ the: object .image .from .its background. This 

operation - v could- Jbe r ,pjer formed by a ^general purpose commercial 

image processing package, such as .OpJ-inias or Visilp.g..;, 

( ii ) : : Interpreting* . the morphology -of. the ob j ect in order to 

ascertain ; the* pattern of, marks and hence tl^e unique binary 

number,- This operation -would prpbabl^ employ,; custom-written 

.. software to interpret the, -data r prpduced . by . (,i ) . . ; 

A ^suspension of particles, all . having „ identical code 

- markings,.-, may r then- be - used to uniquely, i^entiiry^an object 
and -i thus. -act ^as a ..security :,t ag . : Examination of the 
particles on the object can be achieved for example , with an 
optical -reader similar to ,( though of j higher resolution) than 

: a * bar-code-; reader, found in supermarket^, ana the code 
contained : on .the particles then identifies the rightful 
rownership of the. object. _ * >.-. f 

, For -example,,., an, , item of jewellery such as a gold 

f necklace ..could be coated in part or .whole,, with , a transparent 
lacquer, containing a suspension of ; particles. , The lacquer 
•would dry to become invisible, and the particles, contained, 
though invisible to the ; human eye, could nevertheless be 
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viewed using a suitable magnifying* device ' so as tb reveal 
the hidden identity code. tfo avoid ! the possibility of the 
lacquer being remdved by s a solvent (thus renioving^ the 
particles as well) , the particlfes could be- stamped into - the 
5 jewellery at "the : -time of J hallmarkingV 1 " thus " becoming 
essentially part of the item itself, r^esili4nt ; . to" -removal 
without totally removing the hallmarks (which : would normally 
significantly reduce the value of the item). . /^.v^;-: 

Another example could be tfie a 'urtique J: iarking^ of 'credit 

10 : cards" and Similar •plastic' device's" f or eledtrbni^ -financial 
transactions, or paper currency or 'security -boMs^ etcv^ The 
cards could ; be marked ' at 3om£ ; pt>int?(sT) i " witH^ari' 'ink 1 
containing the particles . ! Again the 7 particle^ r ^ould r each 
carry a copy of : a uriiqiie coding 'tag whfch 1 coul§ be traceable 

15 to the rightful- Wrier of sthe cai:5^ ~At* limagingp system, again, 
like a' bar-cdde reader, could tie v Used 3 to' v re^d a > the data on 
the particles and 'ascertain the ^authority " of '-/ownership. 
Removal of ! the ink :and par titles 6 would ; Tender - the - card 
invalidir T ' j ' ' :; " ~ : ''* ' 1:V -' -^H"--- .p • iw r.-r.T:&'\ 

20 '" Another exaiftiple ' wdiild be to a£piy^the particles (all 

having the safne code> With the top - layer of paint or ' varnish 
Onto a motbr ; car? The particles, • -invisible to the- naked 
eye, would not detract from the appearance of -'the vehicle. 
By coating the whole' vehicle, inner facing ^pane^ls included, 

25* with this coded :t paiht, """ a i potential th i«e : f • wou 1 d have to 
remove* all the paint from 1 the vehicle : to- "remove "all the 
particles in : order to - prevent ^ its- -"'true identif i-cation 
becoming known. Such a process; 1 and subsequent repainting, 

- 6 - 
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would; involve so much labour as to render the original theft 
non-profitable. Typically, one particle; per square 

millimetre of surface area would be required to coat the 
vehicle. This may amount to. 20 million particles per 
vehicle, i.e'. corresponding to approximately one-tenth of a 
7 . 5cm (3 inch) wafer- 1 s worth . 

■A further example would be to incorporate the particles 
•in 1 sb-call^d • security smoke' devices. ^These devices are 
found ^fbr ; ^ example-- in--hole^in-the^wall cash- machines and 
armoured vehicles / ^ They release * automatically a smoke dye 
to cover the currency and possibly the thief when disturbed. 
The particles would also cover the currency and thief and, 
because they would carry a unique code, would provide a 
means of linking a specific item of currency or person to 
the specific incident. 

Any item could in theory be marked in this way to 
provide identifying security marks. The particles have many 
advantages including that (i) they can be made identically 
and in huge numbers by the process of micromachining - they 
can be made if desired in silicon dioxide, i.e. glass 
(coloured if required) and as such be impervious to most 
acids etc., (ii) their production, e.g. through the .process 
of micromachining, is non-trivial and requires highly 
specialist equipment and skills, thus unauthorised 
replication of the particles would be very difficult to 
achieve, and (iii) they are essentially invisible to the 
naked eye. 

If more information is required to identify an article, 



a mixture'' of two or more sets of dif f erehtlyr coded: particles 
could be applied/ at the cost . of . longer , read- time , by .the 
optical scanning device. \ ;< _., T . 

Although in many examples/ it is appropriate ... to coat 
outer! surfaces of , the objects v with : the identifying, 
particles, it is envisaged that liquids i and other , fluid 
materials such : as drinks, fuelS;;and^pertoes n could be marked 
by mixing with ; the microparticles. Even soli#f objects -could 
be impregnated internally • with the \ mi^r^^rticleso ;; or ; the 
micr opart icltes • could be. mixe<3i with f luicj ;,ma£erii : als <|urihg 
the manufacture of the solid objects*;. ,^g > ,ln. i a mould. 
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CLAIMS 

1. A microparticle marked with a readable code which is 
invisible to the naked eye. . ■ . 

2. A microparticle according %p Claim 1/ in the form of a 
5- wafer whose -thickness is from and whose width 
, . - and length are both in .the range of ,0 v 5 /f to 50^4- 

3. A microparticle according to : Claim 1, comprising 
, silicon . or, silicon, £i,oxide. 

% r A --. x A - nifcrppar t ticle according to Claim 1, : whose readable 
10 code is~readable . by r aji : optical dey ice . .... - c Z_ 

. 5 . :; Vmic^ in which the code 

is representative of,, data, comprising .a multiplicity of bits, 
6. A set of a ^ multitude ; , of . substantially identically- 
encoded micropartieles e ; ach; according to Claiin 1. 
i?, -. 7> A set of micropartieles .according to .Claim 6, all being 
of substantially the same size and ,.shap r e- r r :/ . , 
8. A set of micropartieles ,,of,.. which each has a 
predetermined shape representative qf ^ ^nique. code selected 
i from a^multiplicity of f such codes. . : 

20 . 9,r . . a tagging t , compound comprising, a powder, fluid or 9 as 
: -r when imixed with, one , or more set, . or sets - of ^micropartieles 
according to Claim 6, such that the presence of the 
^micropartieles is undetectable to t the .naked, eye-, 
,-ip> A, tagging, compound comprising a powder, fluid or gas 
25-. when mixed/ with F one . ,pr more . sje.t or sets . of, micropartieles 
. : according,, t .to, : Cl.^imj ,8, v such that the presence of the 
micropartieles is undetectable to the naked eye. 
11.-. -A tagging compound, according to Claim 9, comprising a 
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paint or ink or fluid dye, .. 

12. A tagging compound according to Claim ; 9, comprising a 
smoke dye. ! . i * 1 

13. "A container fdr tagging an object or objects with a 
readable code, containing a tagging 'compound according to 
Claim 9* and having' means for dispensing the' 1 tagging 
compound front the container." ' - — - 1 

14. A method of marking an object invisibly^ ^itih a 
machine-readaible code, coniprisirig ' applying r t"6 > the object a 
set of microparticles According to ;J C1 k xni { '6^.- : 1 : ^ ~ - r - ■ 

15. A ' method ' of marking an bfejfebt 1 - ^hvi^siBly 1 with a 
machine-readable cod^V comprising i applying ^ : to ^thei -object a 
set of microparticles according to 'Claim 8Y " r - ' 

16. A method according to Claim^ 14 3 bf : mai i king i a vehicle, in 
which the set of microparticles rs" ]b r art : 6f a tagging 
compound according' r to Claim ~ 11 " and is" aippried^as ^ a : coating 
to the vehicle" ' surf "ace . u: 

17 . '"' A methdd according tb Claim u l"4 of : fa^tking :: an J inherently 
valuable item such as ; jewellery/ in ° which 1 the ' set of 
microparticles iis part" bf a taggfi r fi§' r <i6mpdurid according to 
Claim 11 ani is; applied as a trafi^parent^ harderiable lacquer 
to the surface of the item. 

18. A method : Mccof ding to Claim 14 Of marking an -inherently 
valuable itefn such 1 aS" a plastics' card;' J stfcfr^as a 1 credit or 
charge card, in which the set of ^midr^particl^s^ is part of a 
tagging compound according - to : Claim ll l " an-d " ^ is' : ^applied 
selectively as an ink or lacquer j r ' : "-" ,f '-* : ^ 

19. A security device for cash machines' - or other public 
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access dispensing devices, fitted with, a container according 
to Claim 13 in the form of an automatically actuable smoke 
cannister filled with a tagging compound with a smoke dye 
according to Claim 12 . 
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Amendments to th claims have been filed as follows 

, CLAIMS ; . 

1- . A. micropartiicle.... which is invisible to the nak^<i eye . 
and is marked with a machine readable code 

2. A microparticle according to Claim 1, ,.in the form of a 
5 wafer whose thickness is from 0*1^ to and whose width 

and length are both in the range of 0.5^ to 50^1 . 

3. A microparticle according to Claim 1, comprising 
silicon, silicon dioxide, or a metal. 

4. A microparticle according to Claim 3, comprising 
10 aluminium, silver or igold. _ 

5. A microparticle according to Claim 1, whose readable 
code is readable by an optical device. 

6. A microparticle according to Claim 1, in which the code 
is representative of data comprising a multiplicity of bits, 

15 7. A set of a multitude of substantially identically- 
encoded microparticles each according to Claim 1. 

8. A set of microparticles according to Claim 6, all being 
of substantially the same size and shape. 

9. A tagging compound comprising a pow<ier, fluid or <jas 
20 when mixed with one or more set or sets of microparticles, 

according to Claim 7, such that the presence of the 
microparticles is undetectable to the naked eye. 

10. A tagging compound comprising a powder, fluid or gas 
when mixed with one or more set or sets of microparticles of 

25 which each has a predetermined shape representative of a 
unique code selected from a multiplicity of such codes, such 
that the presence of the microparticles is undetectable to 
the naked eye , 

-a- 
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11. A tagging compound according to Claim 9> comprising a 

paint or ink or fluid dye. , , . . 

12. A tagging compound according to Claim 9, comprising a 

smoke dye. 

13. A container for tagging an object or -objects with a 
readable code, containing a tagging compound according to 
Claim 9, and having means for dispensing the tagging 
compound from the container. - 

14. A method of marking an object invisibly with a 
machine-readable code, comprising applying to_ the object a 
set of microparticles according to Claim 7. 

15. A method according to Claim 14 of marking a vehicle, in 
which the set of microparticles is part of a tagging 
compound according to Claim 11 and is applied as a coating 
to the vehicle surface . 

16. A method according to Claim 14 of marking an inherently 
valuable item such as jewellery, in which the set of 
microparticles is part of a tagging compound according to 
Claim 11 and is applied as a transparent hardenable lacquer 
to the surface of the item. 

17. A method according to Claim 14 of marking an inherently 
valuable item such as a plastics card, such as a credit or 
charge card, in which the set of microparticles is part of a 
tagging compound according to Claim 11 and is applied 
selectively as an ink or lacquer. 

18. A security device for cash machines or other public 
access dispensing devices, fitted with a container according 
to Claim 13 in the form of an automatically actuable smoke 
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cannister filled with a "tagging compound with a smoke dye 
according to Claim 12. ' 1 
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